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* Help the Analyst to find referrer(s)
that would allow access to the
content of a protected web site RN

* Manager lists of referrers you ]
usually use for future usage and
collaboration

* Simulate another browser (if you
need to test other user-agents
rather than the used browser)

* Protection for analysts against

ShOCklng contents T et the rumberof soconds we wl (o each feer) ko & w potental reivecton using jevascrt
- do not wait + wait longer ("Better late than never...")

Referer Checker Q

um!nmduphylnmmdmn in results
Hide images and medias in results (images are downloaded, to avoid detection, but not

© Blur images and medias in results

* Guess if the web site is filtering
access using referrer data

* Guess the referrer(s) the web site is
expecting
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- Whatis the Referrer Checker tool

- Basic usage

- Manage lists of referrers

« Use filtering to find the best results more easily

« Share referrers lists to collaborate with your colleagues
or other Inhope members

« Security and legal issues

+ Q&A

Open in Chrome (or any Chromium) or Firefox:

Open the Chrome Web Store and install from the store
Click on Install button

Click on the INHOPE Icon in the brower’s toolbar (or in the list
of extensions for Chrome)

Install Referrer Checker Extension

For installing the extension on a Chrome (or Chromium)
‘browser, click on the button to o to the Chrome Web Store
and click on the "Add to Chrome" button

For installing the extension on a Firefox browser, please click
on Install button
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Check Results Frequent Referrers Shared Lists Share your list

The protected URL you are trying to access

URL: | ion.verifrom.

To minimise the number of clicks, you can also paste a URL to trigger the processing of the URL copied by elsewhere.

. |https://example.net
Referers List: https://yahoo. com
https://www.google.com

4 Your list of referrers
Selectlist:[Frstist |

'
User Device:

local = your browser
(no change in User Agent sent in requests)

Search filters: ® Apply filters and stop testing referers when one of the following conditions is true...
You can use text or Regular Expressions (ex. set the filter to (a-z]+{0-9)(2} for a word followed by to digits)
Page contains a text like: | one keyword, one of keywords (word1|word2), a regex
Page contains HTML code like: |one keyword, one of keywords (word1|word2), a regex
One url in redirections is like: | one keyword, one of keywords (word1|word2), a regex
Threshold for the number of media: number of images/videos < | min number of images,videos,... above which we should
stop

Last HTTP code: | min value | and [mdx value
A content has a URL like: |a tex—fimgTanimage.png) or u FOIIOW red|rect|0ns (usua”y Yes)

Settings: ollow all kinds of redirections when browsing

These settings are saved when you start a

new check, and then used as defaults. Set the number of seconds we wait (for each referer) for a new potential redirection (using javascript for instance): 10 sec.

- do NOt Wait exm————— + wait longer ("Better late than never..."] . . .
Timeout after which page is

O Load and display images and medias in results .

O Hide images and medias in results (images are downloaded, to avoid defection; consli d S rEd to be fU I |V IOa d ed

® Blur images and medias in results = = q
Options for images in results

(screenshot and/or contents view)
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Check Frequent Referrers Shared Lists Share your list Your Profile Referer Checker1.2.0 l—ﬁﬁ-OPE

Apply Filters| re-apply filters on results (except images in screenshots, in Firefox, which cannot be changed)

Page contains a text like: |one keyword, one of keywords (word1|word2), a regex O Load and display images and medias in results
Page contains HTML code like: | one keyword, one of keywords (word1|word2), a regex O Hide images and medias in results (images are downloaded, to avoid detection, but not displayed)
One url in redirections is like: | one keyword, one of keywords (word1|word2), a regex @© Blur images and medias in results

Threshold for the number of media: number of

Last HTTP code: | min value

ages/videos

and [max value

QEESIEIF IS 1. hitps://extension.verifrom.com/extension
filtered.html (200-HTTP/2.0 200 OK)

Text found in
the web page

L i ifrom.
ffiltered.html (302-HTTP/2.0 302 Found)

2. hitps:/en.wikipedia.org/wikifLake (200-
HTTP/2.0200 OK)

I _ e

min number of images,videos, ... above which we should stop

< |in min-max range or = min

You need to find the referrer... Success, you found me Your User Agent is : Mozilla/5.0 (Ma <head> <title>FILTERED TEST PAGE </title> </head> <body> <h1>You need to find the refe ™=
oufound me </h2> <h3>Your User Agent s : </h3> <script>documentwrite(<p>~snavigat

Gecko/20100101 Firefox/98.0</p> <img src=" e Co O
= . INTERNETWIRTSCHAFT

The content in HTML code, but
Ppeerares __you can switch to a rendering  |mieseamews

Ipine) lakes in Eurasia. Peyto LaKi s 5 e d":"3adc54aa-185¢-4024-85€5-896028
let that serves tofeed or drainthe lake.[1] Lakeslie on land and are not part o the ocean, me"fale; ngamespa(eNumbu" 0. wgPageName"Lake, wgTtle"Lake", wgCurRevisi
es are distinct from lagoons, which are generally coastal parts of the ocean. Lakes are typi I o e

r scientific definitions (2] Lakes can be contrasted with rivers or streams, which usually flo
lakes are generally found in mountainous areas, ift zones, and areas with ongoing glaciat ed pages","Use di

ere ariver channel has widened into a basin. Some parts of the world have many lakes for ontaining Proto-G
rary over long periods of time, as they will slowly fill in with spill out of the bi guage text”,"
ultural use, for hydro-electric power generation or domestic water supply, for aesthetic or needing additional

e of “lake" 2 Distribution 3 Types 3.1 Tectonic lakes 3.2 Volcanic lakes 3.3 Glacial lakes 3.4 | y sections","Articles U8

1 ion.verifrom.
Ifiltered.htm| (302-HTTP/2.0 302 Found)

2. https://en.wikipedia.org/wiki/Lake (200-
HTTP/2.0 200 OK)

no referer 1. httpsi/extension.verifrom com/extension
filtered html (302-HTTP/2.0 302 Found)
2. https://en.wikipedia.org/wiki/Lake (200-
HTTP/2.0 200 OK)

“UTF-8°> <title>Lake - ‘Mldpedla(/lnle) (sulpbdn(um!nl docume
e} "dmy”,"wgMontt:

Lake From Wikipedia, the free encyclopedia Jump to navigation Jump to search For other L <head> <meta chars
3, Indonesia is the largest volcanic lake in the world Lake Sevan is the largest body of wate ormTable" i
Ipine)lakes in Eurasia. eto Lake in Alberts, Western anada Alake is an ares iled with ~"October';

“Results are g ouped when the result is
the same or similar B e ik

xpanded from October 2020""Al articles t
from

‘November","December"] :
aacabumbaco ake","wgTitle""Lake","wgCurRevisic

e of “lake* 2 Distrbution 3 Types 3.1 Tectonic lakes 3.2 Volcanic lakes 3.3 Glacial lakes 3.4y sections","Articles using small messag " Articles with
PO AR s PP »
Lake From Wikipedia, the free encyclopedia Jump to navigation Jump to search For other . <head> <meta charset="UTF-8"> <titie>Lake - Wikipedia</title> <script>document docume
3, Indonesia is the largest volcanic lake in the world Lake Sevan is the largest body of wate ormTable":{"",") dmywgMontt
Ipine) lakes in Eurasia. Peyto Lake in Alberta, Western Canada A lake is an area filled with\ r*,"October","November","December”);
let that serves to feed or drain the lake.(1] Lakes lie on land and are not part of the ocean, me"false,"wgNamespaceNumber":0,"wgPageName"Lake", ‘WgTitle""Lake""WgCurRevisi
which ly parts of the ocean. Lakes are typi e, wglsRedirect":false, wgAction":"view",'wgUserName":nul,"wgUserGroups"[**"]"wgCat
rscientific dernmonsm Lakes can be contrasted with rivers or streams, which usually flo om March 2019~ "Artcles with short description’,"Short descripton i diferent from Wikic
lakes are generally found in mountainous areas, ift zones, and areas with ongoi

)
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+ Share referrers lists to collaborate with your colleagues
Protect Your Community

or other Inhope members

Save a new list

- Q8A

M Results Frequent Referrers Shared Lists S|

. | https://extension.verifrom.com/exte!

To minimise the number of clicks, you c3 1

Referers List: | psns.ycxample:net Set or update the Referrers list

https://www.google.com

https://inhope.org

Select |lSt Name of my list

Set or update the Referrers list
This button is disabled if the referrers
list is unchanged
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Referrer Checker
B
<<2 VERIFROM Manage list of referrers (2/2) R,

Protect Your Community or other Inhope members

Load a previously saved list

Results Frequent Referrers Shared Lists S|

https://extension.verifrom.com/exte!
To minimise the number of clicks, you c3

https://example.net i
Referers List: https://yahoo. con (0]} E Second list

https://www.google.com H
https://inhope.org Name of my list

Select list: |Name of my list

1" Click on “Lists” button to 1" Type the name (matching
view previously saved lists lists names are proposed)

Select list: (VAT
E Second list a
Name of my list

List2

. |https://google.com
Referers List: | https: //www.yahoo.com
https://inhope.org

12" select the list
you need

List is updated



+ What is the Referrer Checker tool

« Basic usage

VERIFROM Referrer Checker e

reccvercnmny—— |Jg@ filtering to find best results (1/3)

+ Security and legal issues
- QsA

Filters can be used to find the right referrer more quickly... If you have any idea what you are looking for.

URL: https://fextension.verifrom.com/extension/filtered.html 1
To minimise the number of clicks, you can also paste a URL to trigger the processing of the URL copied by elsewhere.

https://google.com
Referers List: https://ww. yahoo. com
https://inhope.org

User Device:

local v .

Search filters: @ Apply filters and stop testing referers when one of the following conditions is tru 4
You can use text or Regular Expressions (ex. set the filter to [a-z]+{0-9}{2) for a word followed by to digits)

Page contains a text like: [one keyword, one of keywords (word1jword2), a regex 12 I
Page contains HTML code like: [one keyword, one of keywords (word1|word?2), a regex
One url in redirections is like: | one keyword, one of keywords (word1|word2), a regex 5

Threshold for the number of media: | numbd__; min number of images,videos,... above which we should

stop
Last HTTP code: min value g and |max value < |in min-max e or = min
A content has a URL like: | a pathname (e Imglanlmage png) or url 6

Results GroupD | Referers Redirects
(PR IARE 1. hetps:srextension.verifrom,comvextension - Lake From Wikipedia, the free encyciopedia Jump to navigation Jump to search For other «
/fikered html (302:HTTP/2.0 302 Found) 3,
2. htps://en.wikipedia.org/wikiLake (200 Ipine) lakes in Eurasia. Peyto Lake in Alberta, Wester

HTTP/2.0 200 0K) fet that serves to feed or drain the lake.(1] Lakes ie on land and are not part of the ocean,
el e e et e
61 htps:/inhope.org 1. https:/lextension verifrom.com/extension Lake From Wikipedia, the free encyclopedia Jump to navigation Jump to search For other «

iered htmi (302-HTTP20 302 Found) 3, Indonesia s thelargest m.m fkainth s LkeSomnl the gt ey of v
ke 200 Ipine) anada. with

noreferer - apstiearonwrtromconetnion. Lke For Waipeda, e freee .myﬂw-d Jump to navigation Jump to search For other «
fiered hmi (302-HTTP/20 302 Found) 3, Indones:a s the largest volcanic lake in the workd Lake Sevan s the largest body of wate

2. htosi//en wiipedia.org/wikinake (200- _ Ipine)lakes in Eurasia, Peyto Lake in Alberta, Western Canada A lake fs an area filled with \

1. hutps://extension.verifrom.com/extension  You need to find the referrer... Success, Your User Agent is : Mozilla/s.0 (Ma

ffikered htm 200-HTTP/2.0 200 0K)
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Results Frequent Referrers Shared Lists Share your list

Apply Filters| re-apply filters on results (except images in screenshots, in Firefox, which cannot be changed)

Page contains a text like: | (success|found me)
Page contains HTML code like: | https://www.eco.de
One url in redirections is like: | one keyword, one of keywords (word1|word2), a regex

Threshold for the number of media: |1 < |min number of images,videos,... above which we should stop

Results Group ID Referers Redirects

LT Content

de(ompose to lorm pea( solls that ﬁll lhe snallows Convelsdy pzi! soilsina marsh canr <head> <meta charset="UTF-8"> <title>Lake - Wikipedia</title> <script:
equilibrium between marsh and lake.{65] This is significant since wildfire has been largely ormTable("","),'wgDigitTransformTable"["","")"wgDefaultDateFormaj
‘many shallow lakes into emergent marshes. Turbid lakes and lakes with many plant-eatiny I"."October”,"November","December" 'l-‘wxﬂeweﬂld“

n timescale) typically has extensive plant mats at the water's edge. These become a new h wsNﬂmesniceNumbe “wgPageName":"Lak

which are very rare. Graduall,the ake closes and young peat may form, forming a fen In I cti

LEEEVRRETI 1. hitps://extension.verifrom.com/extension
filtered.html (302-HTTP/2.0 302 Found)
2. https://en.wikipedia.org/wiki/Lake (200-
HTTP/2.0 200 OK)

https://inhope.org 1. httpsi/extension.verifrom.comvextension decormpose b fori st solls that 1 te shallows; c,,m,wy teidebiln ol ey <head> <meta chars itle>Lake - Wikipedia</title> <script:
/filtered.html (302-HTTP/2.0 302 Found)  equilibrium between marsh and lake.(65) This is significant since wildfire has been largely ormTable"(","); 'Wxﬂlzlﬂra"shrmﬁble "wgDefaultDateFormaj
Gl 2. https://en wikipedia.org/wiki/Lake (200-

many shallow lakes into emergent marshes. Turbid lakes and lakes with many plant-eatiny ""October","November", "December"l.‘wskeuuestld" 'waﬂcﬂ‘ndd!
ntimescale) typically has extensive plant mats at the water's edge. These become a new h
which are very rare. Gradualy,the Iake closes and young peat may form, forming a fen. In

= & o

RCHCATER TP

HTTP/2.0 200 OK)

no referer 1. https://extension.verifrom.com/extension
/filtered.html (302-HTTP/2.0 302 Found)
2. httpsi//en wikipedia.org/wiki/Lake (200~
HTTP/2.0 200 OK)

decompose to form peat soils that fill the snamms Conversely, peat solls inamarsh canr <head> <meta charset="UTF-8"> <title>Lake - Wikipedia</title> <script:
equilibrium between marsh and lake.(65] This is significant since wildfire has been largely ormTable("","),"wgDigitTransformTable"["","")."wgDefaultDateFormaj
‘many shallow lakes into emergent marshes. Turbid lakes and lakes with many plant-eatiny "."October","November","December"],"wgRequestId":"40af9ca9-8dd1
n timescale) typically has extensive plant mats at the water's edge. These become a new h €":false,"wgNamespaceNumber".0,"wgPageName":"Lake", wgTitle""Lal
which are very rare, Gradually, the lake closes and young peat may form, forming a fen, In WelsRedirect"false, wgAction""view", 'wgUserName":null,'wgUserGro
1. https://extension.verifrom.com/extension  You need to find the referrer you [ENRERNE Your User Agent is : Mozilla/5.0 (Ma <head> <title>FILTERED TEST PAGE <title> </head> <body> <h1>You n)
ou found me </h2> <h3>Your User Agent i h3> <script>document.y
Gecko/20100101 Firefox/98.0</p> <img src="{T LR N NReR Ty wp-cd

ffiltered.html (200-HTTP/2.0 200 OK)

Filters’ matches in the result
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+ Security and legal issues
- QsA

Regular expressions can be used for searching text or code... What is a Regex?

Examples of simple regular expression syntax:

~  means “or”

One or more space /

One or more character
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VERIFROM Share referrers lists (1/3) e T e
Protect Your Community or other Inhope members

Share with colleagues

You can share your Referrers lists with colleagues and or other Inhope member.

You should set your profile before sharing a list, so that you colleagues or other Inhope members
can see who did create the shared list and may contact you for more information.

Check Results. Frequent Referrers Shared Lists ‘Share your list Referei

The organisation you belong t

To share a list, click on the “Share your list” tab, or the “Share” button:
the list of referrers set in the “Check” tab will be copied for sharing, but you can still add more referrers.

Check  Results  FrequentReferrers  Shared Lists Yourprofle  Referer Checker1.2.0 INHOPE

Describe the list you want to share to let other users know what it can be used for:

Name the list (mandatory): First list

Describe the list purpose (mandatory): 4]
A

Referrers list (mandatory) ://example.net
rahoo. com
://www.google. com

Share with: @ other users ) All users in my organisation (Requires you select your organisation in your profile)
Encrypt the referrers list the list (use encryption if one of the referrer may also link to illegal contents) the list (if you want to test decryption)
Passphrase: This passphrase, like a password, will be required to decrypt the referrers list. They will have to contact you to get the passphrase.
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« Manage lists of referrers

VERIFROM Share referrers lists (2/3) o et o i

Protect Your Community or other Inhope members

Share with colleagues

Check Results Frequent Referrers Shared Lists Share your list Your Profile Referer Checker1.2.0 i-ﬁii.&mpi

Describe the list you want to share to let other users know what it can be used for:
Name the list (mandatory):[Frst it Provide a sufficiently explicit name

Describe the list purpose (mandatory):

4

Referrers list (mandatory): https://example.net
https://yahoo.com

https://wa.google. con escribe how, when, or why you use this list

Share with: ® All other users  All users in my organisation (Requires you select your organisation in your profile)
Encrypt the referrers list the list (use encryption if one of the referrer may also link to illegal contents) the list (if you want to test decryption)
Passphrase: l: This passphrase, like a password, will be required to decrypt the referrers list. They will have to contact you to get the passphrase.

You can encrypt lists which may contain URLs which are sensitive or illegal :

set a passphrase (you will remember) and click on Encrypt.

The lists are stored on Verifrom servers., but the encryption occurs on your PC.
Anyone who wants to decrypt the list will need the passphrase (if you do not set your
profile before, then they won’t be able to contact you to get the passphrase)

Sharing a list is also a simple way to save it on our server... Just in case.
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Protect Your Community

+_Use filtering to find the best results more easily

- Share referrers lists to collaborate with your colleagues

or other Inhope members

Find a shared list

Check Results Frequent Referrers Shared Lists Share your list Your Profile Referer Checker1.2.0 iﬁﬁ-o-iﬁ

List name: | Name of the list you want to find . .
Search in user name or email: | email or name of a user Search criteria

Search in list purpose: Keywords to find the list descgiption
Shared with: @® All other users All users

organisation (Requires you select your organisation in your profile)

. . Leave all criteria blank to see all shared lists
Leave search fields blank to retrieve all shared lists

[ o | e Shared by

11/02/2022 10:24:50  First list This is only for tests https://example.net
https://yahoo.com
Other
30/07/2021 15:51:06  Myrefs MK i jadX/hebC|
mariya@iwf.org.uk

Internet Watch Foundation

The lock indicates this list is encrypted. You will need to get
2 U2FsdGVKX1+uKT4SklzaKjMdrjh2LInhLdG4qFf5ZvBI9Wx

7RO TAOT Megatd the passphrase from its author before copying the list. Qzn+AMOVQgjcrHt3PW4IhDC2i0esSFh+W6CSYQaZIR33Uw

OUTVBf4anFELSJELjd8cLqvpgAbKIRqLZ66RyYE000a+q98FOZ
ACE00I19CLAVOcvzZ6PpjLhwgfk++OaHsFcJgVNVIZMnvX2Na

Click on “Decrypt” button, then type
the passphrase to get the list content

Wish list: share tests results for a
= domain, a web site, or URL... Why should you spend time when someone already found a solution.
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The tested web sites are accessed from It runs locally and does not share or send
your PC: with your IP (or through your tested URLs or any contents with other

VPN, if you need to simulate a specific ~ 3€"Vices:
. . Verifrom won’t collect tested URLs, and
geo-location for instance).

This helps also to guarantee the consistency of the technical Lol SVStems are not involved durmg the

data (browser, operating system, etc.) received by the server URLSs processing (we will not be worried by
to avoid specific filtering (other than a simple Referrer filter). authorities).

We recommend you set a specific user profile in your browser:
that will isolate your tests from your own profile and eventually
protect your profile’s data

on Firefox: open URL about:profiles G
on Chrome: use the Profiles manager

)



